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INDEPENDENT ACCOUNTANT'S REPORT ON APPLYING 

AGREED-UPON PROCEDURES 

 

To: SkipFlo Inc. (“SkipFlo”) 

SCOPE 

We have performed the procedures enumerated in Section 2 of this report, which were agreed to by the 

management of SkipFlo Inc (SkipFlo’ or ‘the Company’), solely to assist you in performing certain testing related 
to the anonymization and scoring of resumes using the Scout Recruitment platform. This agreed-upon procedures 

engagement was conducted in accordance with attestation standards established by the American Institute of 

Certified Public Accountants (AICPA) under SSAE No. 19, Agreed-Upon Procedures Engagements. The 

sufficiency of these procedures is solely the responsibility of those parties specified in this report.  Consequently, 

we make no representation regarding the sufficiency of the procedures described below either for the purpose for 

which this report has been requested or for any other purpose.  

We were not engaged to and did not conduct an examination, the objective of which would be the expression of 

an opinion on the design and the operating effectiveness of certain controls related to the anonymization and 

scoring of resumes using the Scout Recruitment platform. Accordingly, we do not express such an opinion.  Had 

we performed additional procedures, other matters might have come to our attention that would have been 

reported to you. 

We conducted this engagement in accordance with the AICPA Code of Professional Conduct and confirm that we 

are independent of SkipFlo for the purposes of this engagement.  

This report is intended solely for the information and use of the management of SkipFlo and other parties as 

mutually agreed. It is not intended to be and should not be used by anyone other than the specified parties. 

 

 

 

New York, NY 

July 18, 2025 
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AGREED-UPON PROCEDURES 

Ref. Agreed-Upon Procedures Results of Agreed Upon Procedures 

AUP 1 The Scout Recruitment platform 

enforces automated anonymization of 

candidate resumes prior to LLM 

evaluation. 

Audit Peak observed the execution of a backend command within 

the Scout Recruitment Platform used to initiate the platform’s 
resume evaluation process under controlled testing conditions. 

The command triggered the scoring engine for a selected 

candidate and job requisition. 

Audit Peak inspected the platform’s anonymization logic, which 
systematically removed personally identifiable information (PII) 

fields from the candidate resume, including first name, last name, 

email, phone number, LinkedIn URL, and location. These fields 

were replaced with anonymized placeholder values (e.g., 

[NAME_1], [EMAIL_1]). 

Audit Peak observed the execution of an SQL query on the 

anonymized resume summary field stored in the platform’s 
backend database. The query confirmed that the data passed to 

the LLM scoring engine included only the anonymized summary 

content and excluded all original PII. 

The original PDF resumes were observed to be stored separately 

from the summary data and were not referenced or included in 

the data submitted to the LLM during scoring. The scoring prompt 

was generated using only the anonymized summary field, 

consistent with privacy-preserving objectives. 

AUP 2 The Scout Recruitment platform’s 
scoring system is designed to 

produce consistent results across 

repeated evaluations for the same 

anonymized input. 

Audit Peak observed the execution of a backend command within 

the Scout Recruitment Platform used to initiate the platform’s 
resume evaluation process under controlled testing conditions. 

The same anonymized resume was submitted across multiple job 

roles using this command. 

Audit Peak inspected logs and structured outputs generated by 

the scoring engine. Output files were collected and reviewed, 

confirming that the temperature was configured to 0, resulting in 

deterministic model behavior. 

Audit Peak examined tabular output comparing results across 

different roles. Scores for relevant roles (e.g., Deputy CISO) were 

consistently high, while unrelated roles (e.g., Dental Assistant) 

received consistently low scores. 

Audit Peak also reviewed structured output fields returned by the 

LLM, including reasoning, pros, and cons. These fields were 

consistent across repeated evaluations using the same input. 

Audit Peak determined the scoring engine uses prompt 

engineering techniques and deterministic model parameters 

(e.g., temperature set to 0) to mitigate the risk of hallucinations. 
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Audit Peak observed consistent scoring behavior and stable 

justification outputs across repeated submissions of the same 

resume. 

AUP 3 Access to core backend systems is 

restricted to a limited number of 

authorized personnel. 

Audit Peak interviewed SkipFlo management and inspected the 

access control records maintained in a credential management 

vault. Audit Peak confirmed that access to core backend systems 

was restricted to three authorized SkipFlo employees. 

Audit Peak reviewed the access permissions configured within 

the shared credential vault and noted that access was role-based. 

No developers or external parties were listed as having access to 

production environments or infrastructure. 

AUP 4 The Scout Recruitment platform 

implements role-based access 

controls to restrict client users from 

accessing backend data or system-

level functionality. 

Audit Peak inspected the Scout Recruitment platform’s role-

based access configuration by navigating to the 'Admin > 

Configure Roles' panel. Audit Peak verified that user roles were 

segmented between internal staff and customer accounts. 

Audit Peak determined that internal staff accounts were labeled 

“Staff” and granted access to platform-wide functionality, 

including candidate scoring views and system log access. 

Customer accounts were labeled “Customer” and restricted to 
only their assigned jobs and associated candidate data. 

Audit Peak tested role-based restrictions by observing a login as 

a customer user and an attempt to access internal pages. Audit 

Peak observed that unauthorized views either returned denial 

messages or were hidden from the user interface. Audit Peak 

determined that no customer account tested was able to access 

backend system functions or database-level information. 

AUP 5 The system validates candidate-job 

associations before initiating the 

scoring process. 

Audit Peak observed the manual creation of a test candidate and 

attempted to assign the candidate to an invalid or deleted job 

requisition using the candidate-job assignment interface. The 

system responded with a validation error message indicating an 

invalid job ID. 

Audit Peak reviewed backend logs and observed a corresponding 

error entry indicating a missing candidate-job association. Audit 

Peak noted that system configurations prevented the evaluation 

process from executing in the absence of a valid mapping 

between candidate and job. 

Audit Peak also inspected the relevant source code that enforces 

this validation logic. Two additional mismatch scenarios were 

tested manually, each resulting in validation failures and 

appropriate error logging. 

AUP 6 The Scout Recruitment platform 

captures and logs processing errors 

Audit Peak inspected centralized logging outputs from AWS, 

CloudWatch and NGINX. Log entries included failed 
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and operational events through 

centralized logging tools. 

anonymization jobs with corresponding metadata such as 

timestamps, IP addresses, and error descriptions. 

Audit Peak inspected server logs capturing errors related to 

resume evaluation, including cases where job descriptions were 

missing or improperly formatted. These errors were logged with 

detailed status codes and error messages. 

Audit Peak inspected mailbox and alert configurations and 

confirmed that error notification emails were routed to authorized 

internal SkipFlo personnel. 

Audit Peak also inspected log entries related to platform login 

events, system health checks, and front-end interactions with 

candidate profile data. 

AUP 7 The LLM receives only anonymized 

resume data to ensure scoring is not 

influenced by personal identifiers. 

Audit Peak observed that the resumes submitted to the LLM 
scoring engine contained only anonymized content. All personally 
identifiable information (PII)—including names, phone numbers, 
email addresses, and locations—was removed and replaced with 
structured placeholders (e.g., [NAME_3], [PHONE_1]). 
 
Audit Peak inspected the JSON output returned by the scoring 
engine, which included evaluation scores, work experience 
summaries, and supporting justification fields (reasoning, pros, 
and cons). The original PDF resume file was not referenced or 
passed to the model during the evaluations. 
 
Audit Peak also cross-checked the anonymized input against the 
original resume and confirmed that no names, contact details, or 
location references appeared in the prompt logs or the scoring 
justifications. 

 

 


